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Software Subcontruct Test management and test case check list
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Test

Manag
ement

ERLTWSTADRTIREEREZHIEICT S

Clarify the name and definition of the test being
conducted

BHTHEOTWSTADRMEER (BH. EEAE, TERM F)Z2HRICT S, FIRIEUTOIIBTRANDAMITH T 2EREHEICT 5,

1) AT RS (NRBEBAOHMAEREE, O— Y EE HA KM, REAFARBPANEE %)

2) FEETANGESRETOMAERR LI RERR R EBERER. BEOTAMELENREE., RAFREHFL/EE 5
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Define the name and definition (purpose, implementation method, department in charge, etc.) of the test used in—house.

For example, the following definitions for test names are clarified.

1) Tantaitesuto (pasu kakunin ya tan king kakunin, koda jitsu jishin ga jisshi, sekkei kaihatsu bumon ga shukan—t6) 2) ketsugo tesuto (ketsugo jotai de no king kakunin ya seino
kakunin ya sogo dosa kakunin, sen’'nin no tesuto tantosha ga jisshi, sekkei kaihatsu bumon ga shukan-ta) 3) shisutemu tesuto (zen kind no kind/ seind/ shinrai-sei/ taikyt—sei/
ijo kaifuku—sei/ hoshu-sei/ okibo kankyd dosa no kakunin, QA bumon tesuto tantdsha ga jisshi, QA bumon ga shukan-to) 4) datosei tesuto (seihin no datosei kakunin.
Daisansha kensho kikan de jisshi, QA bumon ga shukan-to)
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1) Unit test (pass check, single function check, coder’'s own conduct, design and development department take charge etc)

2) Bonding test (performed by the person in charge of testing by the person in charge of testing of the functional status and performance in the combined state, mutual
operation check, appointment, etc.)

3) System test (all functions function / performance / reliability / durability / abnormal recoverability / maintainability / large scale operation check, QA department test
person in charge, QA department in charge)

4) Relevance test (Product validation, conducted by a third party verification organization, led by QA department, etc.)
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Clarify the correspondence between the test being
conducted and the purpose of the test

163DV AT LT AMATIY) (Test Category sheet) TEZRSMN TS B MEE =T AN, TS-01 BT HLE=TACDEDBIEDTAFTEHELTLSDHIDXIHERE
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Check the correspondence between the tests with the purpose defined in the 16 system test categories (Test Category sheet) and the name of the test described in the
section TS-01. (Complete the following table, O indicates that the category Tsu will be implemented)

Reference: "The Reference (Test Category) “”sheet gives details about the 16 system test categories.

Unit test  Integration test Sytem test QA test

1) Facility test (Normal case)
1) Facility test (Abnormal case)
2) Configuration test

3) Security test

4) Documentation test

5) Usability test

6) Performance test

7) Storege test

8) Stress test

9) Volume test

10) Reliability test

11) Longrun test

12) Recovery test

13) Installability test

14) Compatibility test

15) Serviceablity test

16) Procedure test
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Check the amount of testing

AT LTAMNZLEETANDEEZ . TANEEHOBRALIHGE DERNLERIEZE-THERT S, BRELE-TANDEZY I I 7 OHRE (BB OKLOCE) THRELT
TFANEEEHEL. BHOELE RO FEHHETAMNEELLBELTAZ(TE>TOWVRNEERRT 5,

Check the amount of system tests and validation tests using concrete numbers such as the number of test items and input man—hours.
Calculate the test density by dividing the confirmed amount of test by the size of the software (general KLOC number), and make sure that it is not much lower than the
average test density of your similar products.
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Check test quality by the ratio of abnormal test items

DRATLTADRERIINT S, OEBRTAMNERE, QEEERTAMNER L. QRERTAMNABLOLEEZHRT S, HRALLEERBREEZROTANEENDR
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Check the ratio of (1) normal test items, (2) semi—normal test items, and (3) abnormal test items to all system test items.
Confirm that the ratio of the confirmed semi—normal and abnormal test items is not significantly lower than the average ratio of similar products of the company.

(Note: Test definition)

a) Normal test item: A test item to confirm that processing is executed normally when a normal input is given.

b) Semi-normal test item: A test item that confirms that the designed abnormal process is executed when the designed abnormal condition occurs. (Example: A test item that
exists in the communication protocol and confirms the predefined error handling operation)

c) Abnormal test item: A test item that confirms that the product continues to operate without an abnormal state such as hang or reset when an undesigned abnormal state
occurs. (Note: Check for abnormal operation due to noise, operation against input of broken data, etc.)
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HETHRT S

16T DT R T LTAMNTIY (Test Category sheet) BIZ. VATLTAMDTANEEHEH A C. TAMNEBREBOLLREHET 5. stELLLED, BHOBLEZD
THETACDLEED R TRELELGS>TWVEWNEEHERT 5,

%X;El; Check the quality of system tests by the ratio of test |Count the number of system test items for each of the 16 system test categories (Test Category sheet) and calculate the ratio for each test item.
items for each test category Make sure that the calculated ratio is not significantly different from the average test ratio of similar products in your company.
T™M-05 | ;..
Manag Test category ratio(system test) =
ement number of test case in test category—A / total number of test case (in system test)
T7—LIITDN—2avTITHEDTANDEE 77— LTI T DN—2av YT HEEIS DV TIE, TRAMIAVWSERBREPY—/\BEHN . BERISEVRETTANTE TV AN ERRT 5, BIZIETUTOLSHTR
HETD BRENERINTLEINERT S,
1) JAXPYEO R EY—/ \FEOEIEER
Check the quality of firmware upgrade function test [2) ;BIED KEL ViR ES—/\FEDBIERE R
TRk 3) EREMNEBNY—/
g
For the firmware upgrade function, check whether the communication environment and server environment used for testing can be tested in an environment close to actual
TM-06 | .
est operation.
Manag For example, check whether the following test environment is prepared.
ement 1) Communication line between a server and a server with a lot of noise and disconnection
2) Communication line between terminal and server with large delay
3) Server with slow response speed
T7—LIITN—Dav Ty TREDTADEBERE 77— LI IT7 D/A—2av Ty THEEIC OV TIZUTORBOTANEFEL TV S HVEZRT .
2k [RTD DENTIVRI—FARATIHARDEGES HEE~HTE (IVF1—HFORTN—U3ar7yInThhi)
@3 |Make clear the quantity (or times) of “Software 2) BETHETIHBOEE  ~HEE (N—avFPyTEalATLICERLEARL—ENERT S)
Version Up test
TM-07 Test Make clear “software version up test” is planed to execute more than several hundred or several thousand times?
Manag
ement
BEBEOTANDEEERT 5. (WELD) BEBENBHINTVDIERE., EEOEHEEZEETHITANOFIEOHIC, BEOESR/TMORBEEILENOTANERET H5TAMNFIEASENTVDEE
F2k WYL, (BEROEVHEENSOHEAYEORZEDRIETLRLY)
= Check the quality of wireless function tests. (If
necessary) If the wireless function is installed, check that the test procedure for checking various wireless functions includes the test procedure for performing the test while causing the
TM-08 Test wireless connection / disconnection state. (Equivalent operation such as entering and leaving the wireless effective range may be used)
Manag
ement
TANDEEOEBLEEET S, HANTERET 5TAMIET2TANEBREBECTRUTOTALANRBEBSN TS D ?
a) TANDEEEERT S
FZ | [Manage the progress of the test work. b) TANEERELZDMHEREHIRT S
s 3m o) TAFD#EREZHMEEZLLTEET D
T™M-09 Test Are the following processes implemented in the test management work related to tests conducted in—house?
Manag a) Create a test plan
ement b) Run the test and record the results
c) Organize test results as a report
TANDHEREZTHT 5, #HATERSN-TAORERIT, FTEL TV -RERREZHELTVEINEINEER T HFIENHENE, R T D,
BIZIE U T DOEIERERFLALNTNDIEE., STEL TV -BRESEEEE LEL CHERT 5.
=2k Evaluate test results. a) TARDERITEOTRANEE
ZEEE b) RHFESHOBEFES
TM-10 The results of tests conducted in—house confirm whether there is a procedure for confirming whether the planned quality index is satisfied.
Test . . . .
For example, when the following quality index is used, the planned target value and the actual value are compared and confirmed.
Manag . R
a) Test execution volume and test density
ement b) Number of detected and corrected defects
BRTANORBZRAEICT S, BERTAMIEUTOEADNEEFRTVSDAIETHERT 5,
1) EEROBENEH/REZOERDEBYICRTINIBORR (EERTARM
Clarify the content of unit tests. 2) BERDOHHEED /REZOERDEBYICRITINDIBOER EEERTAN
2k 3) BH/REEOBENOIE RGENBETORVI—F) NOHITHEDEORR (RERTAN)
HE 4) ETONRRAPERDIRDNFE/ ZEEDERDEBYICETINDIEOHR (IRTAR)
TC-01 Test Check which of the following is included in the unit test.
c 1) Confirm that normal system functions are executed as designed / implemented by the designer / implementer (normal system test)
onten . . . . . .
ts 2) Confirm that abnormal functions are executed as designed / implemented by the designer / implementer (Semi—normal test)
3) Confirm that it is possible to escape from unexpected processing (code that should not be executed) by the designer / implementer (abnormal system test)
4) Confirm that all paths and conditional branches are executed as designed / implemented by the designer (path test)
BATANDERDLANIILVERREIZT S BERTRANOERFEELTUTOLSBENRESTVSNEERT S,
D ARANSA—EDRROFE BIZIE REDENAFZRESHFH)
Clarify the level of unit testing 2) NATACOPEMEOFELR (CO: BN, C1 : DKM, . C2: FHBED) % %
TR 3 INATRLOBAFMFAE  (100% A, 80% A, 60% H) R
S Al R%LJPQ ﬂ%%\gmg
TC-02 Check whether the following are decided as the unit test execution method.
Test 1) Input parameter selection method(For example, equivalence partitioning or boundary value analysis)
Conten 2) Path test coverage type (CO: instruction coverage, G1: branch coverage, C2: condition coverage)
ts 3) Pass test target coverage rate (100%, 80%, 60%)
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Check if there is a memory leak test

AEV) =Y DEBEHERT HTAMIERL TS,
BIZIE, LTFDESGAEV—IDTRANFENEABHIZENTHDH

ZDTANMIEABRAEZTRELTOSNEERT S,
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2) REEREORBT ANOKEDIET ANEEET D

7‘|;q7§j 3 TAMETHICBEZESAT)DOFEZMEL, TRAMHAALEEATOBREN LD OTVVEEEHET 2.
P
TC-03 Is there a test to check for memory leaks? Check how the test is being conducted.
Test For example, the following memory leak test method is specifically written
Conten 1) Measure the amount of free memory before starting the test
ts 2) Conduct long—term operation tests and various acceleration tests
3) Measure the amount of free memory again at the end of the test and confirm that the amount of free memory has not changed since the start of the test.
TR VT IROA =D D) —ITFADEREZHERT S |V vbOrvtE—S DI -V DFEEEZERTHTRAMNIERLTLSD ., ZOTAMIEALFETERLTVNINEHEZET D,
RE
TC-04 Check for socket and message leak tests Has a test been conducted to check for socket or message leaks? Check how the test is being conducted.
Test
Conten
ts
BAR—PHI OO LT Y ITEQBEET AN |V RF—N(GYTT V) T EEATONIVED. SV RF— B ONBEHEET 5T ANIREL TSN EDTAMIEALGHETREL TV EREZT S, B
HTAMNERZEMH#RET S AUTDEIUTANTENENTHEM,
Check the test items to test the operation when the | 1) 24/ X—®DfE% FALTvT-3 DEIZHKET S
Sz [timer or counter rolls up 2) AAI—DIEH S EINTDETORATLEBESED
HE 3 BAX—DFIVRTYTRERRATEIN BV AT LD ERICHEL TV EFERRT S
TC-05 Test Have you performed a test to check the round-over (wrap—up) timer or counter processing at the time of round-over? Check how the test is being conducted.
Conten For example, is the following test method written?
ts 1) Set the timer value to the time—up—3 value
2) Run the system until the timer value increases by 4.
3) Confirm that the system is operating normally after the timer round-up process is executed.
49BERIRE. 497BREDTAMNEREHERET S AAI—FRED T THLE R E49E RIRE 497 B RIREIC DLW T DT ANE £ & R T %,
(ImFD32bitFA2IE 498 TSIV RA—/\F 5 10mFD32bit 21 < (F497H TR A —/\F %)
Check the test items for the 49th and 497th 1) MHEZS IR A —NITEWMEICERELTY IR I I 72REL S VU R A — N\ EERHTRESED
_ questions 2) TINYTY— )L CEHUEES IR —/NITEVMEIZREL, SURA—FH—/N\ERESHED
%XEF 3) BHHE—REMARAAT, ERIEETVURA—/NITEVMEIZEREL., TVURA—N\ERESED
TC-06 Check the test methods for the famous 49-day problem and 497-day problem among the timer problems.
Test (A 1-msec 32-bit timer rounds over in 49 days, a 10-msec 32-bit timer runs over in 497 days)
Conten 1) Set the initial value to a value close to roundover, start the software, and generate roundover in a short time
ts 2) Use the debug tool to set the variable value to a value close to roundover and generate a landover.
3) Incorporate special mode, set the variable value to a value close to roundover, and generate roundover
AEVHIROAIEEMEDHHI—FORRFEEHRT (AU REREEREC T AN HHI—F 23— FLE1—S THET 2ERNEHE2ERT 5.
% AEUBIRREE L, PIZIETRO LG E i
1) AEYIE—BITOE—FT BN\AMERBBLTHRELEL., AOE— DO RFEEERIERT S
T Ak [Check how to check for possible memory corruption | 2) BEEFIZEE DA TYIRDIER/ XA FREREIZLDEINNDAEY B ET IR T HETHET ATV EEEHIET S
MB |code
TC-07 Confirm a specific method of confirming the code that may cause the memory destruction problem by code review.
Test Examples of memory corruption problems are as follows:
Conten 1) When the number of bytes to be copied is exceeded when setting memory copy, the subsequent area at the copy destination is destroyed.
ts 2) Destroy the adjacent memory area by accessing the memory area outside the array due to the excess / minus value of the array variable index.
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Check the check items for secondary problems when
a leak or double release bug is fixed

AEYPRIEDOSERIZONT, Y—IO2ERBRD /NI HHo>TEDHIEBELILEICZ., TOERTFHITIELLEVE2ER R ) —IDOFH BN TEEHALHEN
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For memory and various OS resources, when there is a leak or double release bug and the site is modified, if you do not pay attention to the execution conditions, you may
embed a new double release or leak bug.
Are there any check items used in the code review to check for secondary defects due to double opening or leak correction?
For example, check whether there is the following description.
1) When a memory leak bug is fixed, check whether a double memory release bug has been introduced.
2) When the memory double release bug is fixed, check if the memory leak field is newly mixed

(exsample of secondary defects )
Sub_AAA() {
get_resource();
execute some code:
if error—X then {
release_resoure(); <—— 1st release <Bugl>
if some_stateY then {
retuen (ERRORY);
}
}
execute another code;
release_resource(): <—— 2nd release ==> double release if error-X occured
return(NO_ERROR);
}

Sub_AAA() double release the resource if error-X occure and somo_stateY not occure.
And if corder remove 1st release code from Sub_AAA()
Then Sub_AAA() leak resource if error-X occure and somo_stateY occure.




